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0.1 2022.05.24 All DeKnow Draft

1.0 2022.08.01 All WT Initial release.
1. Added note on CNS 27001 to Section
4.3.

1.1 2022.11.15 4-5 WT 2. Added timing of policy review to Section
6.

1.2 2023.12.01 4 WT Revised SLA to exceed 99%.

Changed "Information Security Officer" to

1.3 2024.10.18 1-4 WT "Chief Information Security Officer" in

Sections 2.2.3 and 4.3

1.4 2025.04.01 2-4 WT Revised scope of certification.

Typographical Corrections and Wording
1.5 2026.03.24 All WT

Refinement.
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1 Purpose

To ensure the confidentiality, integrity, and availability of the information assets of WT
Microelectronics Co., Ltd. (hereinafter referred to as “the Company”), and to comply
with applicable laws and regulations, this policy is established to protect information
assets from improper use, disclosure, alteration, or destruction caused by human error,

malicious actions, or natural disasters.

Taking into consideration the Company’s business requirements, this policy serves as
the basis for information security management to safeguard against internal and

external threats and to effectively and reasonably reduce operational risks.
2 EH#EHE

21 AHKEABEABRRTNEMBEAGESR G0 2B ENEESHIES A
IRAR BIMNRIEME  TEEHGES

Hllﬁ

HiRAHE REBZF Rk EdEB 22
22 BEFIEEEES :

221 BRERIE - AIMNEE

222 BER (2FRE - ER - an) Bk

223 ARTEEMEARNTZMEMAEKYE - DURFZERGREABISEZER

AXHAXENBERNBRATDEBZME - FEEAFIATERNERAY - TABELD - ERIBERNEOTEMFEAER -

This document is the proprietary property of WT Microelectronics Co., Ltd. It may not be disclosed or used without written
permission, nor may it be reproduced, copied, or transformed into any other form for use.




X2 BEMZE2EER WEER - B—H ORE D8R DR
SRS | WTMEC-ISMS-A-01 (22E)

AR BAARESRE 2L - WEIRR "REHETER . KEMLZER

[amy

(CISO) #%0] -
2.3 1{&k¥E ISO/IEC 27001 & CNS 27001 HENEBIRNB@EEER - M "RE-AN1T-

WME-NE  RIVAERE R - BRILHEANEF  BREXSRTHEZELZRERE -

2=
L Context J
Interested Organization
Parties
Scope
External Leadership R
Parties
Improvement Planning
Performance
Evaluation
'gf°"":tt;l°" Operation
ecu
Management — . -
Requirements g )
and Documented Expected
Expectation Information Outcome

\

231 AHEE=R

232 HEEE

233 EE
234 &
235 #&EfF

2.3.6 EMEHE

237 W=

ANHRNERBRGERATDEA M E - FREAFUALFEBRHEALRY - MABED - ERHIBEETEMPER -
This document is the proprietary property of WT Microelectronics Co., Ltd. It may not be disclosed or used without written
permission, nor may it be reproduced, copied, or transformed into any other form for use.




XHEE  BMZEBR MRS B—M ORE O ORE
XH4ReE : WTMEC-ISMS-A-01 (£38)

2 Scope of Application

2.1

2.2

2.3

24

This policy applies to the Company and its affiliated enterprises, including
subsidiaries that are directly or indirectly 100% owned or controlled, or that provide
sales or services on behalf of the Company, as well as all personnel of the

aforementioned organizations, outsourced service providers, interns, and visitors.
The scope shall be determined with consideration of:
2.2.1 Environmental background, internal and external issues.

2.2.2 Requirements of interested parties (including legal, regulatory, and

contractual obligations).

2.2.3 Interfaces and interdependencies among the activities of the Company
and other entities, as identified in the Scope of Verification Approval Letter,
and approved by the Chief Information Security Officer, in accordance with

the verification scope and stakeholder concerns.

In accordance with the principles and spirit of continual improvement defined in
ISO/IEC 27001 and CNS 27001, the Information Security Management System
(ISMS) shall be established and maintained using the Plan—Do—Check—Act (PDCA)
model to ensure the effective operation of the system and to reduce the information

security risks faced by the Company, including:
2.3.1 Organizational Overview

2.3.2 Leadership Commitment

2.3.3 Planning

2.3.4 Support

2.3.5 Operation

2.3.6 Performance Evaluation

2.3.7 Improvement

The scope of information security management covers 14 domains. These
domains aim to prevent incidents such as data misuse, leakage, tampering, or
destruction caused by human error, intentional acts, or natural disasters, which

may pose various risks and harm to the Company. The domains are detailed as
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2.4.1 Information Security Policy

2.4.2 Organization of Information Security

2.4.3 Human Resource Security

244 Asset Management

24.5 Access Control

2.4.6 Cryptography

2.4.7 Physical and Environmental Security

2.4.8 Operations Security

249 Communications Security

2.4.10 System Acquisition, Development, and Maintenance
2.4.11 Supplier Relationship

2.4.12 Information Security Incident Management

2.4.13 Information Security Aspects of Business Continuity Management

2.4.14 Compliance
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3 Objectives
To protect the confidentiality, integrity, and availability of the Company’s information

assets and safeguard the privacy of user data, the Company strives to achieve the
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following objectives through the collective efforts of all employees:

3.1 Ensure that access to the Company’s business information is granted only upon

authorization by relevant authorities to maintain confidentiality.

3.2 Ensure the accuracy and integrity of the Company’s business information to

prevent tampering or damage.

3.3 Ensuring the continuous operation of the Company’s information services in order

to maintain the availability of ERP-related business operations.

3.4 Ensure that all Company operations are conducted in compliance with applicable

laws and regulations.
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4 Responsibilities

4.1 The Company shall establish an information security organization to coordinate

and promote information security initiatives.

4.2 Management shall actively participate in and support the information security
management system and implement this policy through appropriate standards and

procedures.

4.3 It shall be ensured that the organization’s management system complies with
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ISO/IEC 27001 and CNS 27001 standards and that the effectiveness of information
security management is reported to the Company’s Chief Information Security
Officer (CISO).

4.4 All Company personnel, outsourced service providers, interns, and visitors shall

comply with this policy.

4.5 All Company personnel are responsible for reporting information security incidents

or vulnerabilities through appropriate reporting mechanisms.

4.6 Any act that compromises information security will be handled in accordance with

the Company’s relevant regulations, based on the severity of the case.
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5 Management Indicators

An "Information Security Objective Achievement Plan" shall be established to evaluate

the achievement of information security management goals. The following indicators are
specifically set:

5.1 Quantitative Indicators

511

51.2

5.1.3

514
5.1.5

Ensure that the information service of the Company's ERP system

achieves an annual uptime of over 99%.

Ensure that operational service interruptions caused by cybersecurity
incidents, anomalies, or other security accidents do not exceed three

occurrences per quarter.

Ensure that each occurrence of operational service interruption due to
cybersecurity incidents, anomalies, or other security accidents does not last

longer than 4 hours.
Ensure 100% confidentiality of the Company’s information services.

To appropriately protect the confidentiality and integrity of the Company’s
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6

information assets, conduct at least one risk assessment and risk

management activity annually.

5.1.6 To ensure that the Company'’s information security measures or standards
comply with current laws and regulations, conduct at least one internal audit

per year.

5.1.7 Maintain and conduct at least one drill of the business continuity plan each
year to ensure the ongoing operation of the Company’s information
services.

5.2 Qualitative Indicators

5.2.1 The responsibilities and duties of personnel in the Company’s information

security organization shall be reviewed periodically to ensure the

advancement of information security efforts.

5.2.2 In accordance with the requirements of the competent authorities,
appropriate information security training shall be provided based on

employees’ roles and responsibilities.

5.2.3 The Company shall enhance the physical security of computer and network
facilities by implementing suitable protection and access control

mechanisms.

5.2.4 It shall be ensured that information is not disclosed to unauthorized third

parties during transmission or due to unintentional behavior.

5.2.5 Access control shall be strengthened to prevent unauthorized access,

ensuring the Company’s information is properly protected.

5.2.6 All information security incidents or suspected vulnerabilities shall be
reported through appropriate channels and be properly investigated and

addressed.
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6 Review

This policy shall be evaluated at least once a year and be subject to re-evaluation upon
any major organizational changes (such as restructuring or significant business
adjustments). Based on the results of the review, as well as the latest developments in
regulations, technology, and business, the policy shall be appropriately revised to
ensure the Company’s capability for sustainable operations.

7 Bl

7 Implementation
This policy shall be implemented upon approval by the Company’s General Manager.

Any revisions shall follow the same procedure.
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8 Related Documents

8.1 Information Security Objective Achievement Plan

8.2 Scope of Verification Approval Letter
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